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Keeping
learners safe on

every network,
every day.

How Cloud Group's iShield Unified Threat Management Device protects
students, staff and school networks from bandwidth strain to cyberattacks.




The challenge

SECURING EDUCATIONAL NETWORKS

Educational organisations—from early
childhood groups and private academies
to public high schools and student
residences—face a complex balancing
act: fast, reliable internet for digital
learning, while strictly safeguarding
students from inappropriate content,
cyber threats and digital distractions.

This vulnerability was highlighted globally
by the ransomware attack on major
platforms like Canvas, which severely
disrupted assignment tracking, grading
and remote learning. Locally, the XP95
ransomware group breached the Gauteng
City Region Academy, exfiltrating 147GB
of data and demanding a R1.7 million
ransom, threatening student bursary,
internship and training records. Schools
must also adhere to POPIA, particularly
around minors' personal information.
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"A threat actor exfiltrated

Operationally, networks are prone to
congestion from high-density student
usage, streaming and gaming, disrupting
exams and lesson plans, while students
actively bypass filters using tools like
Psiphon. Managing teachers, students,
admin staff and campus guests demands
deep visibility and granular policy
control—hard to achieve with fragmented
legacy tools and stretched IT resources.
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demanded a R1.7 million ransom."




The SOIUtion iISHIELD DEPLOYMENT

Cloud Group works closely with its extensive partner network of IT professionals and
resellers to deploy iShield—a next-generation Smart Access Unified Threat Management
Device—across a diverse array of educational settings. Recent deployments include a
prominent early childhood education group with 17 centres in South Africa, and multiple
leading public and private high schools with computer laboratories and high-density
student accommodation facilities.

Partners receive comprehensive training, certification and remote technical assistance to
deliver seamless, phased installations tailored to each school's unique calendar and
infrastructure, minimising academic disruption. iShield combines on-site hardware with
remote management, allowing schools to easily monitor and manage their network.

KEY FEATURES IMPLEMENTED (VIA PARTNER-LED DEPLOYMENTS)

= Granular network segmentation: Utilising VLANs and distinct network configurations
to cleanly isolate Student, Teacher/Staff and Administrative networks, with different
security and access policies applied to each group.

© Advanced content & safety filtering: Deploying Safe Search, strict blacklists, URL
blocking and the ability to block unauthorised proxy/third-party VPNs such as Psiphon,
to maintain a safe, fully controlled learning environment.

© Time-based access controls: Flexible time conditions that allow restricted
access—e.g. to social media or recreational platforms—exclusively during
non-academic hours or free periods.

' Secure infrastructure integration: Interfacing securely with campus camera systems,
allowing parents to log in safely to monitor early-childhood classrooms or playgrounds
without compromising internal network integrity.

¥ Robust remote connectivity: Provisioning tailored OpenVPN and WireGuard
configurations, including separate, tiered VPN access levels for general staff and
full-access network administrators.

B Accountability & insight: Captive portals for student and guest authentication,
combined with daily and weekly automated identity-based email reporting to keep
school governing bodies and IT teams fully informed.



The results

Assured student safety:

Multi-layered content filtering and forced
Safe Search successfully shield learners
from malicious or inappropriate material,
helping institutions fulfil their digital duty
of care and POPIA compliance.

Elimination of filter bypassing: Robust
blocking completely curtails student
attempts to circumvent school rules via
third-party VPNs and proxies.

Optimised academic performance:
Network segmentation and traffic
shaping prevent recreational traffic from
choking bandwidth, so online exams,
virtual classrooms and digital teaching
tools run without interruption.

Secure operational flexibility: Tiered
VPN access lets parents log in remotely
to view campus cameras and supervise
their children, while staff use a separate,
fully isolated VPN tier to reach internal
business systems.

Administrative efficiency: Automated
daily and weekly email reports,
combined with audit logs, eliminate
guesswork for school IT administrators
and partners, allowing immediate
accountability and streamlined
troubleshooting.

Partner-driven success & cost control:
Replacing fragmented software
subscriptions with an all-in-one
hardware and cloud solution reduces
overhead for schools, while empowering
Cloud Group partners to manage multiple
campuses remotely.

iShield has completely transformed how we manage school environments. In the past, keeping
students off restricted sites and managing bandwidth during peak school hours was a constant
cat-and-mouse game. Now, with clean VLAN segmentation, time-based policies and absolute control
over VPN bypass tools, we can guarantee a safe, lightning-fast digital classroom for our clients with

minimal ongoing maintenance.

— Cloud Group IT Partner & Education Deployment Specialist

Ready to secure your educational

network?

Contact Cloud Group to learn more about our partner

programme or to book a demo.

www.cloudgroup.net
010 593 4493
sales@cloudgroup.net



