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Fuelling every
brand on the
forecourt with
secure connectivity.

How Cloud Group's iShield Unified Threat Management Device secures fuel retail
networks, payments and co-located tenants around the clock.




The challenge

SECURING FORECOURT NETWORKS

Modern petrol stations and highway
service forecourts have evolved into
complex, multi-site retail hubs that
co-locate fuel dispensing infrastructure
with 24-hour convenience stores, ATMs
and third-party fast-food franchises—
requiring reliable open-access internet for
travellers alongside absolute isolation for
corporate payment systems.

The petroleum and retail supply chain
sectors face escalating threats from
sophisticated syndicates, highlighted
globally by a major ransomware attack on
the Rompetrol gas station network that
forced a transition to manual cash
operations. Locally, retail and logistics
supply chains continue to face malware
and ransomware intrusions on POS
infrastructure, driving intense compliance
pressure under POPIA and PCI-DSS.
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Operationally, free guest Wi-Fi is essential
for customer retention, yet unmanaged
public traffic frequently slows the
infrastructure behind card processing,
fuel pump gauges and stock ordering.
Without strict separation, a breach on a
co-located franchise's ordering terminal
could migrate across the local network to
compromise the fuel station's
accounting records.

"A breach on a co-located franchise's ordering
terminal could migrate to compromise the fuel
station's accounting records."




The SOIUtion iISHIELD DEPLOYMENT

Cloud Group works closely with its extensive partner network of IT professionals and
resellers to deploy iShield—a next-generation Smart Access Unified Threat Management
Device—across a diverse range of fuel retail and forecourt environments. Deployments
scale from independent, eco-focused service stations up to expansive national forecourt
groups operating multiple high-traffic highway service centres.

Partners receive comprehensive training, certification and remote technical support to
execute seamless, phased installations designed around 24-hour operating schedules,
ensuring zero disruption to live trading or fuel dispensing. iShield combines robust
on-premises hardware control with a centralised cloud-based management platform,
giving forecourt owners absolute command over their operational perimeters.

KEY FEATURES IMPLEMENTED (VIA PARTNER-LED DEPLOYMENTS)

O Multi-tenant network segmentation: Advanced VLAN configurations cleanly isolate
co-located third-party food franchises and retail partners from the core station
network, with no traffic crossover between brands.

~] Customisable customer captive portals: Branded landing pages for guest Wi-Fi
access manage public session times, limit bandwidth consumption per user and keep
public traffic away from business systems.

5 Intelligent transaction prioritisation: Strict traffic shaping rules automatically prioritise
financial payment gateways, banking links and POS terminals over recreational guest
browsing.

- Automated link failover: Redundant dual-WAN configurations guarantee that if a
primary internet line drops, the forecourt instantly switches to a backup connection
without dropping live card payments or fuel tracking.

© Advanced perimeter threat defence: Deep-packet inspection, intrusion prevention
systems (IPS) and GeoBlocking automatically detect and drop malicious traffic from
high-risk regions before it reaches local devices.

B Centralised multi-site oversight: IT Partners and group owners monitor and assign
DynDNS to remotely access firewalls across an entire network of geographically
dispersed service stations from a single cloud dashboard.



The results

Absolute security across co-located
brands: Micro-segmentation guarantees
complete data isolation between the
petrol station and its co-located
fast-food partners, preventing lateral
threat migration.

Zero payment gateway latency:
Dedicated traffic shaping ensures credit
card terminals and digital POS systems
process transactions instantly,
eliminating long till queues even during
peak travel periods.

Uninterrupted 24-hour trading:
Automated link failover protects the
forecourt from localised internet
outages, keeping fuel pumps,
convenience stores and partner retailers
online around the clock.

Enhanced customer satisfaction:
Controlled guest Wi-Fi networks provide
travellers with stable, secure connectivity
without allowing individual users to drain
property-wide bandwidth.

Streamlined compliance and auditing:
Built-in identity logging and structured
automated reports provide the
documentation required to easily satisfy
POPIA and PCI-DSS data safety audits.

Reduced operational overhead:
Replacing a patchwork of unmanaged
switches and basic routers with a unified
solution lets IT partners troubleshoot
remotely, minimising costly on-site visits.

Managing infrastructure for high-traffic service stations used to be a constant security worry
because we host multiple independent retail brands on a single property. With iShield, we have
completely isolated our partner restaurant networks from our primary fuel and financial systems.
Guest Wi-Fi runs smoothly on its own perimeter, and our IT parthers can supervise the entire

multi-site network from one central dashboard without any operational friction.

— Cloud Group IT Partner & Retail Forecourt Infrastructure Specialist

Ready to secure your forecourt

network?

Contact Cloud Group to learn more about our partner

programme or to book a demo.

www.cloudgroup.net
010 593 4493
sales@cloudgroup.net



