CASE STUDY
the HEALTHCARE NETWORK SECURITY
cloud

group ISHIELD
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at Management Device protects patient data,
s! healthcare networks.




The challenge

SECURING HEALTHCARE NETWORKS

Healthcare organisations, retail pharmacy
groups and practitioners manage sensitive
patient data across multi-site,
multi-branch or multi-room operations
while supporting diverse users including
staff, guests and contractors. The sector
faces significant risks, as cyberattacks on
healthcare have surged globally and in
South Africa.

High-profile examples include the
ransomware attack on Change
Healthcare (a major US claims processor),
which impacted up to 193 million
individuals and caused widespread
disruptions to patient care and payments,
and the ransomware incident on South
Africa's National Health Laboratory
Service (NHLS), which disrupted national
testing services and affected critical
disease monitoring.

"The average cost of a healthcare data breach

reached approximately $11.2 million."

The average cost of a healthcare data
breach reached approximately $11.2
million, with ransomware and system
intrusions among the leading threats.
Bandwidth contention from guest and
patient usage, along with non-essential
traffic, frequently affects critical VolP,
telemedicine, real-time medical aid script
processing and clinical systems.

Securing guest access while maintaining
strict separation from staff networks adds
further complexity, especially when
ensuring compliance with regulations
such as POPIA in South Africa. Limited
visibility and fragmented tools make
remote policy management and auditing
inefficient, increasing both operational
overhead and overall risk exposure across
geographically dispersed locations.




The SOIUtion iISHIELD DEPLOYMENT

Cloud Group works closely with its extensive partner network of IT professionals and
resellers to deploy iShield—a next-generation Smart Access Unified Threat Management
Device—across various healthcare settings. These scalable deployments span multi-site
hospital groups, private hospitals, multiple doctors' rooms and multi-branch retail
pharmacy environments.

Partners receive comprehensive training, certification, marketing support and remote
technical assistance, enabling them to deliver seamless installations and ongoing first-line
support. iShield combines on-premises hardware with cloud-based remote management
and performs deep-packet inspection, context-aware inspection and intrusion
prevention/detection utilising intelligence from outside the firewall.

KEY FEATURES IMPLEMENTED (VIA PARTNER-LED DEPLOYMENTS)

V' Simplified cybersecurity & multi-site connectivity: Secure site-to-site connectivity to
safely link dispensary and clinical systems across distinct locations, alongside Per
Device Identification, VLAN/Network Management, Firewall restrictions, Safe
Browsing, Safe Search, Captive portals, GeoBlocking and HTTPS/HTTP proxy.

- Uninterrupted operations: Automated Link Failover to prevent downtime during critical
trading or clinical hours, WireGuard (alongside OpenVPN/IPSec), Hammer Protection,
VOIP Prioritisation for busy dispensary and reception lines, IDS and IPS and
Connection monitoring.

tit

Enhanced productivity: Traffic Shaping to prioritise business-critical medical aid
claims and health systems over guest Wi-Fi, Policy-based URL Blocking,
identity-based reports, Automated Email Reporting and Accountability via built-in audit
logs.



The results

OUTCOMES & NEXT STEPS
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Enhanced security: Comprehensive
protection across healthcare and
dispensing facilities with effective guest
controls via captive portals and threat
mitigation through GeoBlocking and
advanced inspection.
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Optimised dispensing & performance:
Traffic shaping ensures that real-time
script processing, medical aid approvals
and prioritised VoIP run smoothly without
clinical or operational delays.
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Operational efficiency: Centralised
cloud monitoring lets IT partners see
firewall online/offline status across
multiple pharmacy branches or hospital
wards from a single dashboard, freeing
up internal resources.
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Reliability & scalability: WireGuard and
automated link failover support flexible,
secure and uninterrupted working across
varied healthcare settings.
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Compliance support: Robust logging,
network separation and GeoBlocking aid
regulatory adherence to POPIA and
healthcare data standards.
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Cost effectiveness & partner success:
The all-in-one solution reduces
complexity and costs. Partners benefit
from discounted rates, co-marketing
opportunities and a strong product
roadmap, enabling them to deliver
high-value outcomes for healthcare
clients.

Ready to secure your healthcare

network?

Contact Cloud Group to learn more about our partner

programme or to book a demo.

www.cloudgroup.net
010 593 4493
sales@cloudgroup.net



